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Exploring Trusted Access

Beginning the journey toward a more secure modern workplace

b Henrik Nitsche

. - B Security Sales Manager
|IDACH-CEE
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Manage and Secure
Apple at Work

71,000+ 30M+ 100k+

Active Jamf Customers Devices Running Jamf Jamf Nation Members
7 of the top 10 9 of the top 10 22 of the top 25
Top technology companies Largest companies Valuable brands
as ranked by Fortune as ranked by Fortune as ranked by Fortune
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Authorized Users
Enrolled Devices
Secure & Compliant

Access Sensitive Data
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Achieving |
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Enrolled Devices

Remote Management

“JAMF Software” can automatically configure your computer.

Learn more about remote management

Golgin ue

macOS i0S iPadOS
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Establlsh device trust

81 Jamf Pro

Management is a key workflow component

> Provides critical configs that enable productivity
> Provides visibility into basic device risk
> Provides threat remediation options

» Can be achieved on both company-owned & BYO

jamf
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Computers Devices

10.20.0-b.2 11582

Computers: 71

Mobile Devices:

Computers: Q

Mobile Devices:

Dashboard

Smart Computer Groups

*MEEDS MACOS

HIGH SIERRA (10.13)

28

Computers

Policy Statuses

*FILEVAULT
ENFORCEMENT

9%

Completed

7 Completed
46 Pending

@ 18 Failed

COMPLIANCE -
ENCRYPTION
DISABLED

42

Computers

*UPDATE
INVENTORY

32%

Campleted

¥ 23 Completed
48 Pending

® 0 Failed

COMPLIANCE -- NO

INVENTORY
REPORT FOR 14
DAYS

71

Computers

ADD SELF SERVICE

TO DOCK

90%

Completed

@ 64 Completed
7 Pending

® 0 Failed

Mobile Device Configuration Profile Distribution Statuses

AIRPLAY SETTINGS

FOR IPADS

AZURE AD
REGISTER

EMAIL SETTINGS

FILEVAULT IS
CONFIGURED

21

Compuiers

DROPEOX

4%

Completed

3 Completed
68 Pending

® 0 Failed

LOCK SCREEN
MESSAGE FOR

MARKETING IPADS

GATEKEEPER - APP
STORE AND
IDEMTIFIED
DEVELOPERS OMLY

70

Computers

INSTALL LATEST OS5

1%

Completed

1 Completed
48 Pending

@ 22 Failed

REMOTE SALES
TEAM IPADS
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MAC USERS WITH
RAM, HARD DRIVE
PERCENTAGE AND

MACOS 1014

0

Computers

JAMF CONNECT
FOR AZURE

100%

Completed

) 1 Completed
0 Pending

® O Failed

SECURE WI-FI




Establlsh device trust

81 Enrolment as baseline risk assessment

Enrolment status signaling to influence access

> Enrolment assessment as baseline ‘risk’ check
> Automates enforcement of enrolment requirement

» Can support integrations with 3rd party UEMs
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Return to Access Policy < Edit Microsoft 365

Edit Microsoft 365

General Traffic Matching U

Device Risk- ccess Control

evice risk validation
Send User Notifications

en Device Risk level is;:

High | or higher ()

Devices with risk evaluation with any threats of selected values (currently Medium) or high

View Security Policy [ to review which threats will affect Access.




Verified ldentities

B® Microsoft

Provision local accounts

with user’s cloud identity Honn

[Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Password stays in sync
with cloud identity

Q;, Sign-in options

Terms of use  Privacy & cookies  «..

o o

Shutdown Restart Help Powered by Jamf ®g
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A truly zero-touch
experience

_ _ , , Sign in
From a seamless onboarding experience to empowering users with cloud-

based identity on Mac and providing access to cloud or on-premise
resources, the overal device experience is an important factor in a user’s
journey and benefits their productivity.

SDMecnadaxa mphke.com

Lan't acCess ywour account?

» Streamline user login with cloud-based identity
» Enforce multi-factor authentication with every login
» Eliminate password-related tickets with password synchronisation

> Provide secure access to resources hosted in the cloud or on-premises

Shut dowm Local logen
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Protected Endpoints

@ System Settings

Audit device security
benchmarks

File

Edit View Window Help

[ NON )
Q. Search

(¥

Accessibility

| @ Control Center

© siri & Spotlight
W Privacy & Security

Desktop & Dock

a Displays

\.:;; Wallpaper

(&) Screen Saver

Battery

g Lock Screen
) Touch ID & Password

B Users & Groups

“ Passwords
Internet Accounts

Privacy & Security

Security

Allow applications downloaded from

Allow accessories to connect Ask for New Accessories £
FileVault Turn Off...
FileVault secures the data on your disk by encrypting its

content automatically.

WARNING: You will need your login password or a recovery key to access your data.

A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

FileVault is turned on for the disk “Macintosh HD".
A recovery key has been set.

m Lockdown Mode Turn On...
Lockdown Mode is an extreme, optional protection that
should only be used if you believe you may be personally
targeted by a highly sophisticated cyberattack. Most people
are never targeted by attacks of this nature.

When Mac is in Lockdown Mode, it will not function as it
typically does. Applications, websites, and features will be
strictly limited for security, and some experiences will be
completely unavailable.

Learn more...

Automatically block and

quarantine malware

A jamf
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Compliance Management
Establish and Maintain Secure Baselines

> Establish secure device baselines
Audit devices agamst “known good” standards

> Manage mobile configuration vulnerability
Monttor for adherence to organizational standards

» Maintain secure standards over time

Broad remediation options to address risk

> Purpose-built security for Apple
Same-day support, native frameworks,

great experience

A jamf

jamf

Overview

¥ Insights

Computers

Alerts

Q =
1, Analytics

¢ Plans

Actions

Threat Prevention

. Unified Logging

Administrative

Insights 06/02/2022 4

Viewing 38 Insights 28/38 Noncompliant B Noncompliant

Filter: | CIS Level1 | | CIS Level 2 | | Jamf Enabled Insights (38) REMEE]ERGISGhIERER)

Authorization

Administrator Password ‘3 Automatic Login Disabled -:) Keychain Automatically ‘) Login Win

Required For System-Wide \ Locked For Inactivity

1r CIS Level 1) f CIS Leve
Preferences ~ “ .

(CIS Level 2 )
(CIS Level1)

3900 38 0 37 20

1
I | I I || | i

Minimum Password Length t) Password Age Limits Set ‘:) Password History () Password

Set Compute

(CIs Level 1) (cIs Level 1)
¢ ) Screen Sa
(CIS Level1) r

((CIS Leve

3700

I |

Root Account Disabled
1 N

Apple Provided Software Is ‘D Download New Updates ‘3 System Data Files And ‘:)

Currant Enahlad Carnribhu lnetalle Enahlad
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Mobile protection with

SECURITY

Jamf Protect - .

Immediate action required

@ Malicious App

2 hours ago

A malicious app threat has been detected on your
device. It is recommended that you remove this...

Man in the Middle

»Protect iOS, iPadOS and Android devices  nours 299

Your device joined a wireless network that has been
found to exhibit hacker activity.

»Prevent cyber threats like phishing

Outdated OS

. i I I our device and data are a 2 days ago
»Users can view alerts and security timeline Yourd d dlata are at | ¥s og

significant risk Your device is running an older OS version that is missing
critical security patches.

THREAT TIMELINE

Malicious App: Pawnstar
2 days ago

SECURITY A malicious app threat has been detected on your

|OS iPadOS qndfOid == Windows device. It is recommended that you remove this...
2 Require Attention

App Data Leak: Email

1 hour ago

An app on your device is leaking your email address to
unverified sources.
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La Liga fined over app that spied on
illegal match screenings

ity GOV.UK

Home > Government

€250,000 fine imposed by data watchdog
‘We profoundly disagree with this decision’

News story

TikTok banned on UK government
devices as part of wider app review

Social media app TikTok has been banned on government
electronic devices, the Cabinet Office has announced today.

From: Cabinet Office and The Rt Hon Oliver Dowden CBE MP
Published 16 March 2023

| . | II= - -~
'E O Barcelona celebrate in April after winning the 2018-19 La Liga title. An attempt to protect the ﬁ!
L TV rights from pirated use has led to a fine. Photograph: Manu Fernandez/AP

La Liga has been ordered to pay a €250,000 (£220,000) fine after Spain’s data
protection watchdog said its official match-following app had been used to

Apple is reportedly preparing to allow spy on bars that had been showing games illegally. .
third-party app stores on the iPhone A

APPLE / TECH / POLICY

/ Bloomberg’s Mark Gurman
reports Apple will respond to
upcoming EU rules with next
year’s 10S 1/ update. But it could

still have strings attached, like T Erleben,
Z only being available in Europe or was verbindet.
\ only allowing installation of
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Jamf Threat Labs

Leading Edge of Apple Threat Research

Jamf Blog

April 17, 2023 by Jamf Threat Labs

Threat advisory: Mobile spyware
continues to evolve

Jamf Threat Labs

Jamf Threat Labs examines two sophisticated

spyware attacks and provides recommendations for

organizations to defend users from increasingly

complex threats.

Erleben,
“B" wasverbindet.



Jamf Threat Labs

Leading Edge of Apple Threat Research

Experienced threat researchers, cybersecurity experts, and data
scientists with skills that span penetration testing, network monitoring,
malware research, and app risk assessment primarily focused on

Apple and mobile ecosystems.

> Industry-leading platform expertise and threat intelligence
» Elegant implementation for lightweight user experience

> Unparalleled adoption and support of the Apple ecosystem

20+ Years Experience
securing the Apple

ecosystem

Pegasus

discoveries of I0OS spyware
including Pegasus

Mac Zero-Day

vulnerability exploitation
discoveries
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Block Social Media
4 jamf PRO & Z8jamf | PROTECT

Easily remove social media apps from managed devices.
Block downloads from the App Store.

Block social media access via browser or third party apps.

Erleben,
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Zero Trust Access

ACCESS

You're all set Seamless experience

Just use your apps normally and
we'll keep you connected and
secure.

Continuous device
security monitoring

. verbi t.
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Restrict access to Trusted IPs only

@ Finder File Edit View Go Window Help

Jamf Trust is being enabled and
device posture is being checked prior
enablement

Access denied as we are not
connecting from a Trusted IP

(JEICYS):
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Continuous C

A jamf

onditional Access

@ Chrome

File

Edit View History

New incognito tab

Q Search G

Bookmarks

Profiles Tab Window Help

You've gone Incognito

Now you can browse privately, and other people who use this device won't see your activity.

However, downloads, bookmarks and reading list items will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:

» Your browsing history
e Cookies and site data
e |Information entered in forms

» Websites that you visit
¢ Your employer or school
* Your Internet service provider

Block third-party cookies
When on, sites can't use cookies that track you across the web. Features on some
sites may break.

Thu 6. 4. 15:56:48

Incognito
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Automation & Remediation

Suspend Conditional Access Enforce Disk Encryption Lost Mode Kill Process
Erase Device Suspend App Access Execute Script Update OS Collect Logs
Erase Work Data from BYOD  Enforce Passcode Initiate Remote Access Restrict App
Reset Local Account Disable Hotspot Shut Down Device Disable Bluetooth

Reset Passcode Update App Restrict WiFiI Network Lock Device Restart Device

Manage Activation Lock Remove App Manage Frrmware Password Notify User
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